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ABSTRACT. The necessity of ensu-
ring cybersecurity at both national and
regional levels has grown alongside the
advancement of communication techno-
logies and the increasing number of active
Internet users in developing countries. In
this context, the United States perceives
rising digital vulnerabilities that could
negatively affect both Latin American
countries and the United States itself.
However, research on U.S. policy in this
area remains limited, particularly within
the context of U.S.-China rivalry in the
region. This study aims to identify the
specific features of the U.S. cybersecurity
approach in Latin America, considering
the dynamics of U.S.-China competi-
tion. The author introduces several legal
instruments issued by U.S. government
institutions into the academic discourse.
The collection of official documents is
analyzed through the lens of Regional Se-
curity Complex Theory and neoclassical
realism. The analysis reveals bipartisan
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and public consensus in the United States
on countering cyber threats. At the re-
gional level, U.S. policy has been marked
by reactivity and the establishment of ad
hoc initiatives, regional response groups,
and funding mechanisms to address the
consequences of cyberattacks, alongside
criticism of external actors for employ-
ing cyberterrorism. The findings suggest
that, in the short term, the United States
will seek to establish regional princi-
ples for information security based on
its own national standards. These prin-
ciples are likely to exclude or minimize
the presence of Chinese-made software,
hardware, and network infrastruc-
ture in Latin American and Caribbean
countries.

KEYWORDS: cybersecurity, cyber at-
tack, cyber threat, Western Hemisphere,
information security, great power rival-
ry, United States foreign policy, China,
J. Biden.
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Cybersecurity, amid the rapid digita-
lization of the past decade, has become a
priority for the defense agencies of many
countries worldwide. The United States is
no exception, particularly in the context
of the intensifying U.S.-China rivalry in
the 21Ist century and the emergence of
new, non-traditional threats, including cy-
berterrorism. Recent sociological surveys
indicate that cyberattacks are perceived
by U.S. citizens as the primary threat, sig-
nificantly surpassing concerns over issues
such as global climate change, pandemics,
and the growing influence and power of
China and Russia'.

In contemporary Russian and interna-
tional academic literature, various aspects
of US. cybersecurity policy have been
examined. Notable contributions include
studies by N.A. Tsvetkova in collaboration
with R.R. Bakirov, I.T. Stadnik [ Tsvetkova,
Bakirov, 2019; Stadnik, Tsvetkova, 2021],
and P.A. Sharikov [Sharikov, 2019], which
trace the evolution of U.S. cybersecurity
policy since the mid-1990s. Their research
highlights the shift from protecting eco-
nomic interests and counterterrorism to
the establishment of U.S. Cyber Command
(USCYBERCOM), international coopera-
tion on incident response, and the deve-
lopment of offensive capabilities.

E.A. Rogovsky [Rogovsky, 2014] exam-
ined U.S. cyber strategy under the Obama
administration, while A.V. Bulavin [Bu-
lavin, 2014] analyzed the differing U.S.
and Chinese approaches to cybersecurity.
Other scholars have focused on threats to
U.S. information security [Batueva, 2014],
the concept of cyber deterrence [Zinovie-
va, 2019], and the organizational aspects
of cybersecurity governance, including the

formation of unified cyber forces [Khlo-
pov, 2019] and the structure of U.S. Cyber
Command [Demidov, 2013].

Cybersecurity in Latin America and
the Caribbean has been examined by
A.V. Makarycheva [Makarycheva, 2018]
and E.Yu. Kosevich [Kosevich, 2020; Ko-
sevich, 2022; Kosevich, 2023], who,
through case studies, highlight policy gaps
and disparities in capabilities. L.N. Barygin
and R.V. Bolgov [Barygin, Bolgov, 2019]
analyze the role of the UN in regional cy-
bersecurity efforts, while E.A. Vinogrado-
va [Vinogradova, 2023] assesses Al-related
risks in government infrastructure. Cana-
da’s cybersecurity strategy has likewise at-
tracted scholarly attention [Grishin, 2011].

At the international level, studies have
addressed national cybersecurity strate-
gies across the Western Hemisphere [Ko-
bek, 2017; Haughton, 2021; A Compre-
hensive..., 2020; Koczerginski, Wasser,
Lyons, 2016; Yakovlev, 2020] and U.S.-
China cyber tensions during the Obama
administration [Burt, 2022]. Other works
have examined the U.S. cyber deterrence
approach [Wilner, 2019]. Research con-
ducted at Florida International Univer-
sity warns of Chinese and Russian cyber
threats in Latin America [Are China...,
2019], while C. Solar [Solar, 2023] explores
the balancing strategies of Latin American
states between the U.S. and China. S. Reith
[Reith, 2018] advocates closer cybersecuri-
ty cooperation between Latin America and
the EUL

Some political scientists adopt a more
skeptical perspective, questioning both the
severity of cyber threats [ Weimann, 2004]
and the feasibility of cyber deterrence
[Nye, 2016]. Spanish-language studies fo-
cus on U.S. digital hegemony within the
Organization of American States [Seoane,

1 Silver L. (2022). Americans See Different Global threats facing the country now than in March 2020. Pew Research Center. June
06. Available at: https://www.pewresearch.org/short-reads/2022/06/06/americans-see-different-global-threats-facing-the-country-
now-than-in-march-2020/, accessed 11.09.2024; Younis M. (2023). In U.S., Cyberdisruption Most Critical Threat. Gallup. 22 March.
Available at: https://news.gallup.com/poll/472544/cyber-disruption-critical-threat.aspx, accessed 11.09.2024.
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2023] and Washington’s leadership in the
U.S.-China cybersecurity rivalry [Spratt,
2024; Martinez Cortés, 2024]. Others an-
alyze regional cooperation and cybersecu-
rity disparities [ Vicente Ferrerria, 2023] as
well as Latin America’s cybersecurity chal-
lenges and opportunities [Saavedra, 2023].

This article contributes to the field by
analyzing the regional dimension of U.S.
cybersecurity policy in the context of the
escalating U.S.-China rivalry.

The author draws on Regional Security
Complex Theory (RSCT), developed by the
Copenhagen School of Security Studies.
This theory emphasizes the significance of
threat perception and geographical proxi-
mity, both of which directly influence the
stability of security complexes. As B. Bu-
zan and O. Waever note, “the central idea
of RSCT is that since most threats spread
more easily over short distances than over
long ones, security interdependence tends
to cluster into regional security comple-
xes” [Buzan, Waever, 2003, p. 4].

The study also incorporates Neoclas-
sical Realism, which holds that states re-
spond to the challenges of the anarchic
international system by seeking to control
and shape their external environment.
According to Neoclassical Realist scholar
G. Rose, the more resources and capabi-
lities a state possesses, the more actively it
engages in this process [Rose, 1998].

The combination of these two theoretical
approaches is justified by the following con-
siderations: RSCT accounts for the influence
of geography and intangible factors such as
threat perception and ideology. However,
its constructivist limitations-such as the
somewhat arbitrary geographic boundaries
of security complexes and the underdevel-
oped methodology for assessing threats—are

mitigated by Neoclassical Realism. The latter
recognizes the objective nature of national
security threats and allows for the inclusion
of both external and internal variables sha-
ping foreign policy decisions.

In this study, the terms “cybersecurity”
and “information security” are used in-
terchangeably. The research methodology
includes the analysis of primary sources,
statistical analysis and data visualization,
spatial analysis, and the mapping of cy-
berattacks in Latin American countries.
This article examines U.S. information se-
curity at both national and regional levels,
analyzing the roles of the executive and
legislative branches as well as the specific
challenges faced by Latin America. It em-
phasizes the conceptual framework and
policy imperatives guiding U.S. action
rather than the measures themselves, al-
though concrete steps are also discussed.

According to RSCT, threat perception
intensifies as a threat emerges geographi-
cally closer to the relevant complex. In this
study, it is assumed that U.S. engagement
in cybersecurity across Latin America will
focus primarily on the North American,
rather than the South American, security
complex.

During the administrations of Donald
Trump and Joe Biden, the U.S. cyberse-
curity strategy had already been in place
for several decades>. However, the rapid
digitalization of the world prompted its
revision and refinement during this peri-
od [Smekalova, 2019, p. 51]. The “Defend
Forward” strategy, adopted by the Trump
administration during his first presiden-

2 The National Strategy to Secure Cyberspace. The White House. 2003. Available at: https://www.cisa.gov/sites/default/files/pub-

lications/cyberspace_strategy.pdf, accessed 06.03.2025.



TREBUKH A.D. U.S. CYBERSECURITY POLICY IN LATIN AMERICA AMID SINO-AMERICAN RIVALRY

PP.168-187

tial term, aimed to proactively counter cy-
ber threats before they could target U.S. go-
vernment or industrial infrastructure. Its
introduction raised concerns among po-
litical analysts, who argued that its imple-
mentation might face legal and political
constraints [The United States’.., 2022].
Nevertheless, debates on the matter, as well
as changes in presidential administrations,
did not lead to a revision or abandonment
of this doctrine, and continuity in cyberse-
curity policy approaches was maintained.
Both administrations advanced ef-
forts in this area through the issuance
and implementation of executive orders.
During his first term, Trump issued three
executive orders (EO 13800, EO 13984,
EO 13873). These measures sought to
strengthen federal network infrastructure,
enhance supply chain information security
oversight, and tighten controls over indi-
viduals acquiring access to U.S.-produced
cloud computing services (United States
Infrastructure as a Service products)®.
President Biden issued two executive
orders (EO 14028, EO 14144), which es-
tablished a legal framework for further
strengthening U.S. national cybersecurity.
They focused on raising cybersecurity stan-
dards, implementing multi-factor authenti-
cation in federal information systems, and
organizing the Cyber Safety Review Board
(CSRB)* to counter threats primarily from
China®. Notably, one of these executive or-

ders was issued in response to high-profile
cyberattacks on U.S. industrial infrastructure
in 2021°. This shift from ad hoc measures to
a more systematic approach reflected a move
toward proactive risk management; however,
it remained fundamentally reactive, addres-
sing threats only once they had materialized.
The study argues that sustainable cyber re-
silience requires not isolated, point-in-time
executive orders but continuous public—pri-
vate collaboration and anticipatory analysis
of emerging attack vectors.

In addition to executive orders, the
administration also issued memoranda
clarifying White House documents. While
advisory in nature, their significance lay in
articulating the administration’s position
to federal agencies, improving coordina-
tion, and ensuring more effective imple-
mentation of required measures’. Never-
theless, this study remains skeptical about
the likelihood of improved interagency co-
ordination on this issue, given the creation
of a Department of Government Efficien-
cy, Secretary of State M. Rubio’s reform of
the State Department, and funding cuts to
CISA beginning in Trump’s second presi-
dential term.

In 2018, the U.S. Cybersecurity and
Infrastructure Security Agency (CISA)
was established within the Department
of Homeland Security®. Although initially
proposed by a Republican representative,
its creation received bipartisan support.

3 Executive Order 13984 — Taking additional Steps to Address the National Emergency with Respect to Significant Malicious
Cyber-Enabled Activities. The American Presidency Project. 19.01.2021. Available at: https://www.presidency.ucsb.edu/documents/
executive-order-13984-taking-additional-steps-address-the-national-emergency-with-respect, accessed 12.09.2024.

4 Executive Order 14028 — Improving the Nation's Cybersecurity. Federal Register. 12.05.2021. Available at: https://www.federalreg-
istergov/documents/2021/05/17/2021-10460/improving-the-nations-cybersecurity, accessed 12.09.2024.

5 Executive Order 14144 - Strengthening and Promoting Innovation in the Nation's Cybersecurity. Federal Register. 16.01.2025.
Available at: https//www.federalregister.gov/documents/2025/01/17/2025-01470/strengthening-and-promoting-innovation-in-
the-nations-cybersecurity, accessed 14.03.2025.

6 Easterly J. (2023). The attack on Colonial Pipeline: What We've Learned & What We've Done Over the Past Two Years. America’s
Cyber Defense Agency. September 07. Available at: https://www.cisa.gov/news-events/news/attack-colonial-pipeline-what-weve-
learned-what-weve-done-over-past-two-years, accessed 13.09.2024.

7 Memorandum on Improving the Cybersecurity of National Security, Department of Defense, and Intelligence Community
Systems. The White House. 19.01.2022. Available at: https://www.whitehouse.gov/briefing-room/presidential-actions/2022/01/19/
memorandum-on-improving-the-cybersecurity-of-national-security-department-of-defense-and-intelligence-community-sys-
tems/, accessed 13.09.2024.

8  Cybersecurity and Infrastructure Agency act of 2018. U.S. Congress. Available at: https://www.congress.gov/bill/115th-congress/
house-bill/3359/text, accessed 13.09.2024.
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However, the agency released its first com-
prehensive strategic plan only in 2023,
notably omitting China while mentioning
Russia’.

In its most recent 2025 version, CISA
prioritizes enhancing the resilience of
foreign infrastructure critical to U.S. se-
curity'. The second priority is expanding
cooperation with U.S. partners to mitigate
collective risks from cyberattacks'. With
respect to Latin America, CISA has de-
veloped and distributed Spanish-language
guidelines on countering “foreign influ-
ence operations” in cyberspace to protect
electoral infrastructure in the region'?
One may argue that CISA is evolving into
an agency seeking to build a regional cyber
architecture, rather than solely defending
the United States domestically, as it did in
the past.

In recent years, Congress has played a
key role in shaping the legislative, finan-
cial, and organizational framework of U.S.
national cybersecurity. Lawmakers estab-
lished a bipartisan Cybersecurity Commis-
sion tasked with developing a strategic ap-
proach to protecting U.S. infrastructure®.
A vyear after its creation, the commission
published a report recommending reforms
in national cybersecurity policy, and iden-
tifying Russia, China, Iran, and North Ko-
rea as primary sources of cyber threats'.
The report also reaffirmed the Trump
administration’s emphasis on preemptive
measures against emerging threats.

The U.S. Congress continues to intro-
duce and support bipartisan legislation
aimed at strengthening national cyberse-
curity, reflecting both the issue’s relevance
and the legislature’s commitment to en-
hancing cyber resilience®.

Thus, at the current stage, there is a
unified stance between the executive and
legislative branches on advancing national
cybersecurity. Continuity of strategy is ev-
ident between the Trump and Biden admi-
nistrations in this domain. Both branches
have established expert bodies tasked with
monitoring threats, implementing preven-
tive measures, and improving the nation’s
digital infrastructure. Furthermore, these
efforts address public concerns regarding
potential cyberattacks on U.S. government
and industrial infrastructure.

Latin American countries regularly
face cyberattacks, including those directed
at government infrastructure. A notable
example occurred in 2023, when Colom-
bian Presidential Advisor on Digital Tech-
nologies S. Cattan described an incident
as “the largest attack on Colombia’s in-
frastructure in recent years”'¢. The breach
resulted in the exposure of substantial vo-
lumes of confidential information. In 2022
alone, cyberattacks across the region in-

9 CISA Strategic Plan 2023-2025. CISA. 2023. Available at: https://www.cisa.gov/sites/default/files/2025-01/StrategicPlan%20

23-25%20508.pdf, accessed 14.03.2025.

10 FY2025-2026 CISA International Strategic Plan. CISA. 2025. Available at: https://www.cisa.gov/2025-2026-cisa-international-stra-
tegic-plan#jump_to_0, accessed 14.03.2025.

11 Ibid.

12 Proteger la infraestructura electoral de las tacticas de las operaciones de influencia maligna extranjera = Protecting election in-
frastructure from the tactics of foreign malign influence operations. CISA. 01.04.2024 (in Spanish). Available at:, accessed 06.03.2025.
13 The Cyberspace Solarium Commission: llluminating Options for Layered Deterrence. CRS. 2020. Available at: https://crsreports.
congress.gov/product/pdf/IF/IF11469, accessed 13.09.2024.

14 Ibid.

15 H.R. 1493 - Cyber Deterrence and Response Act of 2019; H.R.3462 - SBA Cyber Awareness Act; H.R.7535 - Quantum Computing
Cybersecurity Preparedness Act. U.S. Congress. Available at: https://www.congress.gov/, accessed 13.09.2024.

16  Staff Writer with AFP (2023). Colombia Reports Cyberattack with Impact Across Latin America. The Defense Post. September 15.
Available at: https://thedefensepost.com/2023/09/15/colombia-cyberattack-latin-america, accessed 10.10.2024.
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creased by 600%, primarily affecting Me-
xico, Brazil, Colombia, and Peru".

The United States cannot remain indif-
ferent to this trend. First, many attacks ex-
ploiting weak regional infrastructure may
originate from U.S. adversaries or trans-
national criminal organizations. Second,
breaches and cyberespionage targeting
Latin American branches of U.S. compa-
nies can inflict financial losses and reputa-
tional harm. Third, disruptions to critical
infrastructure in Latin America threaten
U.S.-led supply chains for goods and raw
materials.

The political dimension is equally sig-
nificant. Escalating attacks on the govern-
ment infrastructure of U.S.-aligned Latin
American states risk destabilizing their
regimes and weakening state institutions.
Moreover, organized crime groups — par-
ticularly drug cartels — have expanded
their involvement in cybercrime, inclu-
ding hacking, doxxing, cyberespionage,
and online extortion'®. Cartels have in-
creasingly employed cryptocurrencies for
money laundering and relied on the dark
web for drug distribution®.

Such developments undermine securi-
ty in the Western Hemisphere, erode state
stability, and empower non-state actors. If
these trends persist in the short to medium
term, the United States may face increa-
singly sophisticated cyber threats directed
at government, industrial, and military in-
frastructure throughout Latin America. In

addition, Washington remains concerned
about extraregional actors, particularly
China, expanding their activities in this
domain®.

By the end of Barack Obama’s second
term, China had become an increasingly
significant factor in U.S. foreign policy.
Subsequently, bilateral tensions escalated,
initially as economic competition and lat-
er as a politico-ideological rivalry. In La-
tin America, U.S.-China relations evolved
from competition in resource-based, low
value-added sectors to high-technology
industries by the mid-2020s [Ellis, 2022,
p. 281]. The role of China in this context
can be understood through two compo-
nents: China’s demonstrable efforts to ex-
pand its presence in the Latin American
hardware, network, and software markets,
and the alleged cyberespionage and cyber-
terrorism activities attributed to China by
the United States. The first component en-
compasses Chinese companies’ ambitions
to penetrate the rapidly growing Latin
American telecommunications market?'.
In response, the United States has sought
to discredit Chinese firms by highlighting
vulnerabilities in the source code of their
equipment.

The Trump administration’s initial focus
was Huawei, which faced restrictions with-
in the United States. Since 2017, U.S. politi-

17 Fortinetinforma que América Latina fue el objetivo de mas de 360 mil millones de intentos de ciberataques en 2022 = Fortinet
reports that Latin America was the target of more than 360 billion cyberattack attempts in 2022. Fortinet. February 27 (in Spanish).
Available at: https//www.fortinet.com/lat/corporate/about-us/newsroom/press-releases/2023/fortiguard-labs-reports-destruc-
tive-wiper-malware-increases-over-50-percent, accessed 10.10.2024.

18 Sudrez A. (2021). Why Mexican Cyber-Cartels Threaten U.S. National Security. Geopolitical Monitor. June 24. Available at: https://
www.geopoliticalmonitor.com/why-mexican-cyber-cartels-threaten-u-s-national-security/, accessed 10.10.2024.

19 Ibid.

20 In US. strategic documents, Russia has been characterized alongside China as a strategic adversary in cyberspace. Following
the arrival of the new administration under Donald Trump, press reports suggested the press suggesting the suspension of cyber
operations against Moscow and the removal of Russia from the list of countries posing a threat to national information security.
However, this information was subsequently refuted.

21 China, 5G, and the Security Threat in Latin America (2023). Dialogo Americas. March 07. Available at: https://dialogo-americas.
com/articles/china-5g-and-the-security-threat-in-latin-america/, accessed 24.01.2025; Chinese Investment and Influence in Latin
America and the Caribbean (2025). RMS. January 03. Available at: https://rmcglobal.com/chinese-investment-and-influence-in-lat-
in-america-and-the-caribbean/, accessed 24.01.2025.



OUTLINES OF GLOBAL TRANSFORMATIONS

VOLUME 18 « NUMBER 2 - 2025

cal discourse has increasingly advocated re-
ducing the use of Huawei equipment, citing
concerns over data theft and commercial
espionage®. The primary justification was
the threat to U.S. national security and the
potential risks of cyberespionage and sa-
botage in domestic and global networks?®.
Security concerns were closely linked with
economic competition in the hardware and
network infrastructure sectors. Microsoft
identified security vulnerabilities in Hua-
wef’s products that could potentially be ex-
ploited for ransomware attacks®.
According to the Russian cybersecuri-
ty company Positive Technologies, ransom-
ware attacks are among the most common
threats to organizations and businesses
in Latin America, exceeding the global
average by 26%%. Despite these warnings
and the strict U.S. sanctions policy against
Huawei, the company’s position in the La-
tin American telecommunications market
continued to strengthen. Estimates from
the United States Institute of Peace indi-
cate that up to 80% of phone calls in Mex-
ico are made using Huawei smartphones.
In Brazil, Huawei controls more than 50%
of the 3G and 4G network infrastructure®.
The second target was TP-Link, a com-
pany specializing in computer and tele-

communications equipment. Once again,
the primary concern for the United States
was security vulnerabilities in the compa-
ny’s hardware, which had been identified
by Microsoft over a period of more than a
year, from August 2023 to October 2024%.
The immediate trigger for U.S. actions,
however, was an attempted cyberattack on
critical infrastructure facilities that the FBI
successfully thwarted. These facilities had
been using TP-Link routers®. U.S. mea-
sures were motivated both by economic
competition in the hardware market and
by legitimate national security concerns.
The revealed dependence on Chinese
equipment underscored the necessity of
reducing such reliance, primarily in favor
of domestic manufacturers.

Notably, TP-Link is the most widely
used router manufacturer in the United
States, holding approximately 65% of the
national household and small business
router market”. The company’s products
are also employed by federal agencies, in-
cluding the Department of Defense®. At
the same time, TP-LinKk’s share of the global
wireless local area network (WLAN) device
market at the beginning of the third decade
of the 21st century reached 17.8%, the high-
est among all manufacturers in this sector®.

22 US. Restrictions on Huawei Technologies: National Security, Foreign Policy, and Economic Interests. CRS. 05.01.2022. Available at:
https://crsreports.congress.gov/product/pdf/R/R47012/2, accessed 29.12.2024.

23 Ibid.

24 From alert to driver vulnerability: Microsoft Defender ATP investigation unearths privilege escalation flaw (2019). Microsoft.
March 25. Available at: https://www.microsoft.com/en-us/security/blog/2019/03/25/from-alert-to-driver-vulnerability-micro-
soft-defender-atp-investigation-unearths-privilege-escalation-flaw/, accessed 29.12.2024.

25 Cybersecurity threatscape for Latin America and the Caribbean: 2022-2023 (2023). Positive Technologies. December 21. Available
at: https://global.ptsecurity.com/analytics/latam-cybersecurity-threatscape-2022-2023, accessed 29.12.2024.

26 Alvarado PD. (2024). Huawei's Expansion in Latin America and the Caribbean: Views from the Region. Special Report. USIP.No. 529,
p. 4. Available at: https//www.usip.org/sites/default/files/2024-04/sr-529_huaweis-expansion-latin-america-caribbean-views-re-
gion.pdf, accessed 29.12.2024.

27 Chinese threat actor Storm-0940 uses credentials from password spray attacks from a covert network (2024). Microsoft. Octo-
ber 31. Available at: https://www.microsoft.com/en-us/security/blog/2024/10/31/chinese-threat-actor-storm-0940-uses-creden-
tials-from-password-spray-attacks-from-a-covert-network/, accessed 29.12.2024.

28 Here's how the FBI Stopped a Major Chinese Hacking Campaign (2024). Govinfo Security. January 31. Available at: https:/www.
govinfosecurity.com/heres-how-fbi-stopped-major-chinese-hacking-campaign-a-24234, accessed 30.12.2024.

29 Weatherbed J. (2024). US Targets TP-Link with a potential ban on the Chinese routers. The Verge. December 18. Available at:
https://www.theverge.com/2024/12/18/24324140/tp-link-us-investigation-ban-chinese-routers, accessed 30.12.2024.

30 Ibid.

31 TP-Link ranks as World's No.1. Wi-Fi Products Provider for 11 Years (2022). TP-Link. July 22. Available at: https://www.tp-link.com/
uk/press/news/20115/#:~:text=TP%2DLink%C2%AE%2C%20for%2011,a%2017.8%25%20global%20market%20share, accessed
30.12.2024.
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The threat and vulnerability of federal
infrastructure arising from the use of the
companys equipment was described by
members of both major U.S. political par-
ties as a “blatant national security issue™
In 2024, preparations for an investigation
commenced, and discussions emerged in
the United States regarding a potential ban
on the sale of the firm’s devices. Meanwhile,
in Latin America, as with Huawei, TP-Link
continued to expand its presence. In No-
vember 2024, the company announced the
opening of its own manufacturing facility
in the Brazilian city of Joinville*.

These objectively existing vulnerabil-
ities in the software of Chinese comput-
er hardware manufacturers’ products are
directly linked to the second component
under consideration: the exploitation of
such vulnerabilities by hacker groups. Be-
tween 2023 and 2024, the number, nature,
and scope of cyberattacks worldwide con-
tinued to grow, with supply chain attacks
emerging as a prominent feature*. During
this period, the United States increasingly
expressed concerns that some attacks origi-
nated from hacker groups affiliated with the
government of the People’s Republic of Chi-
na. These connections were noted by both
private companies, such as Microsoft, and

government officials®. However, there are
objective limitations in tracing the sources
of attacks, as noted by Rob Joyce, Director
of Cybersecurity at the U.S. National Secu-
rity Agency*. According to Joyce, the Unit-
ed States is only now developing artificial
intelligence technologies capable of iden-
tifying perpetrators”. For instance, in the
previously discussed TP-Link incident, the
US. Cybersecurity and Infrastructure Se-
curity Agency directly linked the attack to
the hacker group Volt Typhoon. This group,
operating under various aliases, is believed
by officials from several U.S. security agen-
cies to be based in China and supported by
the Chinese government?®.

China is accused of engaging in cyber-
espionage and cyberterrorism targeting
U.S. networks. While the origins of some
attacks can be traced, U.S. agencies have
not provided concrete evidence of Chinese
state sponsorship. Washington’s official
stance is unequivocal: “China remains the
most active and persistent cyber threat to
the U.S. government, the private sector,
and critical infrastructure networks™®.

A joint U.S.-Paraguay cybersecurity
report identified the group’s activity with-
in Paraguay’s government networks®.
This marked the first instance of a Latin

32 Alpet A. (2024). US Lawmakers urge probe of WiFi router maker TP-Link over fears of Chinese cyber attacks. Reuters. August
16. Available at: https//www.reuters.com/world/us/us-lawmakers-urge-probe-wifi-router-maker-tp-link-over-fears-chinese-cy-
ber-2024-08-15/, accessed 30.12.2024.

33 Brazil to gain new factory from Chinese company TP-Link (2024). Permanent Secretariat of Forum for Economic and Trade Co-op-
eration between China and Portuguese-speaking Countries (Macao). August 22. Available at: https://www.forumchinaplp.org.mo/en/
economic_trade/view/8239#:~:text=In%20November%2C%20TP%2DLink%2C,national%20and%20Latin%20American%20mar-
kets, accessed 30.12.2024.

34 KubepbesonacHocTb B 2023-2024 rr.: TpeHAbl ¥ NporHo3sl. Yactb Tpetba = Cybersecurity in 2023-2024: Trends and Forecasts.
Part Three (2023). Positive Technologies. December 15 (in Russian). Available at: https://www.ptsecurity.com/ru-ru/research/analytics/
kiberbezopasnost-v-2023-2024-gg-trendy-i-prognozy-chast-tretya/#id3, accessed 30.12.2024.

35 FlatTyphoon using legitimate software to quietly access Taiwanese organizations (2023). Microsoft Security. August 24. Available
at: httpsy//www.microsoft.com/en-us/security/blog/2023/08/24/flax-typhoon-using-legitimate-software-to-quietly-access-taiwan-
ese-organizations/, accessed 27.03.2025.

36 Alaids nation-state hackers, but also helps US spies to find them, says NSA cyber director (2024). TechCrunch. January 09. Avail-
able at: https://techcrunch.com/2024/01/09/ai-china-nation-state-hackers-nsa-cyber-director/, accessed 30.12.2024.

37 Ibid.

38 PRC State-Sponsored Actors Compromise and Maintain Persistent Access to U.S. Critical Infrastructure. CISA. 07.02.2024. Avail-
able at: https://www.cisa.gov/news-events/cybersecurity-advisories/aa24-038a, accessed 30.12.2024.

39 People’s Republic of China Cyber Threat. CISA. URL: https://www.cisa.gov/topics/cyber-threats-and-advisories/nation-state-cy-
ber-actors/china, accessed 30.12.2024.

40 US. Strengthens Cybersecurity Partnership with Paraguay. U.S. Southern Command. 26.11.2024. Available at: https://www.south-
com.mil/MEDIA/NEWS-ARTICLES/Article/3979394/us-strengthens-cybersecurity-partnership-with-paraguay/, accessed 30.12.2024.
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American country officially acknowledg-
ing the threat described by the United
States. However, by the end of 2024, such
recognition remained the exception rath-
er than the norm, given Paraguay’s well-
known negative stance on China and its
pro-American government orientation.

The role of the Chinese factor in U.S.
cybersecurity policy can be summarized
as follows: first, by the end of Joe Biden’s
administration, Washington had recog-
nized the critical dependence of national
networks on Chinese networking equip-
ment. This dependence was accompanied
by the discovery of vulnerabilities in the
hardware and the active exploitation of
these vulnerabilities by hacker groups.
Second, since 2017, the United States has
consistently linked cyberattacks to groups
allegedly supported by the Chinese go-
vernment, despite the absence of concrete
evidence*!. Third, the United States initi-
ated defense-sector cooperation in Latin
America, securing Paraguay’s support.

In our view, U.S. attempts to portray Chi-
na as the primary cyber threat were driven
by two main factors: actual security vul-
nerabilities in Chinese computer hardware
and the recognition of U.S. reliance on it. It
is reasonable to agree with the conclusions
of the Russian research team led by Dr. De-
gterev D.A., which argued that US.-China
technological competition in Latin America
has sparked a process of decoupling and the
emergence of two techno-economic blocs
[Degterev, Piskunov, Eremin, 2023, p. 35]. Be-
yond decoupling, China was also framed as a
state sponsor of hacking operations. This led
to a dual-threat perception of Chinese-made
computer and networking equipment: not
only was it vulnerable to cyberattacks, but it

was also allegedly being actively exploited by
Chinese hackers. Additionally, these claims
had the potential to encourage countries
within the regional security complex to re-
ject Chinese equipment in favor of American
alternatives, thereby making cybersecurity
concerns a tool of economic competition in
the Latin American market. However, by the
end of 2024, the lack of clear evidence linking
China to hacker group support — combined
with the greater affordability of Chinese
hardware compared to U.S. products — only
further increased sales of Chinese-made
equipment.

Washingtons warnings to Latin Ame-
rican countries regarding cybersecurity
threats from China are linked to vulnerabili-
ties in Chinese equipment. Former Secretary
of Homeland Security Alejandro Mayorkas
cautioned Latin American partners against
IT cooperation with China, arguing that
Beijing’s low-cost technology could later be
exploited by China itself. While denying any
intent to pressure Latin American nations,
he framed the choice as one between “speed
and sovereignty, vulnerability and security,
affordability and the cost of recovering from
a devastating cyberattack enabled by high-
risk equipment and software™2.

The United States adopted an approach
based on building a regional coalition to
collectively counter cybersecurity threats.
The Organization of American States
(OAS) was selected as the platform for this
coalition®. This plan was partially imple-
mented in 2022, when the United States

41 China State-Sponsored Cyber Threat: Advisories. CISA. Available at: https://www.cisa.gov/topics/cyber-threats-and-advisories/

nation-state-cyber-actors/china/publications, accessed 30.12.2024.

42 Vasquez Ch. (2023). Mayorkas warns Latin American Leaders of Beijing’s technology influence. Cyberscoop. September 28. Avail-
able at: https://cyberscoop.com/mayorkas-latin-america-china/, accessed 31.12.2024.

43 Remarks: Organization of American States Cybersecurity Symposium Opening Ceremony Remarks, Acting National Cyber Director
Walden. The White House. 19.10.2023. Available at: https.//www.whitehouse.gov/oncd/briefing-room/2023/10/19/0rganization-of-amer-
ican-states-cybersecurity-symposium-opening-ceremony-remarks-acting-national-cyber-director-walden/, accessed 31.12.2024.
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Figure 1. The amount of funding allocated by the United States for cybersecurity projects
in the Western Hemisphere, 2017-2024, USD millions
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Source: Compiled by the author using data from https://foreignassistance.gov.

signed a cooperation agreement with the
Dominican Republic on cybersecurity,
involving OAS institutions*. At the same
time, according to the Biden administra-
tions national security strategy, former
U.S. National Cyber Director Kemba
Walden emphasized that technology is
directly linked to human values: “Tech-
nology itself does not create values; rath-
er, it reflects the values of its creators and
users. As we've seen, technology can drive
unimaginable progress — from expanding
access to information and education in
remote parts of the world to miraculous
medical advancements saving lives. But on
the other hand, developers and users can

misuse technology to manipulate, oppress,
or spread disinformation, sowing doubt
and fear in democratic systems. We must
actively define and uphold our values in
how we build our digital world™.

Thus, under Bidens administration,
Washington signaled that cooperation
should align with threats to democratic
governance. In practice, this could involve
labeling products from authoritarian coun-
tries (as perceived by the United States) as
vulnerable to hacking, potentially allowing
criminals to exploit existing technologies
against democracies. This strategic fram-
ing may provide the United States with a
competitive advantage by portraying its

44 US.and Dominican Republic to Face Shared Threats in Cyberspace. U.S. Embassy in the Dominican Republic. 23.07.2022. Available
at: https://do.usembassy.gov/u-s-and-dominican-republic-to-face-shared-threats-in-cyberspace/, accessed 06.03.2025.

45 Remarks: Department of Homeland Security Western Hemisphere Cyber Conference Remarks, Acting National Cyber Direc-
tor Walden. The White House. 27.09.2023. Available at: https://www.whitehouse.gov/oncd/briefing-room/2023/09/27/depart-

ment-of-homeland-security-western-hemisphere-cyber-conference-remarks-acting-national-cyber-director-walden/,

31.12.2024.
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own or allied nations’ network equipment
as secure and resilient against vulnerabili-
ties. Beyond rhetoric, the United States has
also advanced concrete cybersecurity proj-
ects in the Western Hemisphere.

Based on USAID data, U.S. cybersecu-
rity funding in the Western Hemisphere
was sporadic during the review period,
with a spike in 2023 due to a major pay-
ment to Costa Rica for post-cyberattack
infrastructure recovery. The political affi-
liation of the Biden and first Trump ad-
ministrations showed no significant im-
pact on funding levels. A longer timeline,
potentially extending into a second Trump
term, would be required to identify any
correlation between party affiliation and
regional cybersecurity spending.

178

We consider it significant that the ge-
ography of countries receiving U.S. finan-
cial assistance reflects their cybersecurity
development, capacity strengthening, or
recovery efforts during the specified peri-
od. The first chorogram shows that Costa
Rica received the highest amount of fun-
ding from the U.S. Agency for Internation-
al Development (USAID).

In the second chorogram, the mini-
mum value corresponds to Brazil, reflec-
ting the country’s ranking in terms of the
number of cyberattacks. The maximum
value (212) corresponds to Dominica.
Kaspersky Lab includes dependent and
neutral territories in its counting metho-
dology, rather than considering only UN
member states. A lower ranking indicates
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that a country experiences a higher num-
ber of cyberattacks.

The chorograms show that, despite a
significant number of cyberattacks oc-
curring in South American countries,
US. funding for cybersecurity systems
during the period was primarily directed
toward countries geographically closer
to the Rio Grande. It can be argued that
geographical proximity, rather than threat
levels, was the key factor determining the
intensity and nature of U.S. cooperation

with regional countries on cybersecuri-
ty. Although successful cyberattacks on
larger economies could have more severe
consequences, preference was still given to
countries neighboring the United States.
In terms of practical measures, U.S.
global initiatives aimed at strengthening
cybersecurity connectivity, such as the
“Clean Network™® and the Digital Con-
nectivity and Cybersecurity Partnership
have resonated more strongly within the
North American security complex*. No-

46 The U.S. Department of State website explicitly identifies one of the initiative’s objectives as countering intrusions into govern-
ment and commercial networks by malicious actors, including the Chinese Communist Party.

47 DCCP Overview, 2022. DCCP. 2022. Available at: https://www.unescap.org/sites/default/d8files/event-documents/P8-Ses-
sion4-Digital-Connectivity-Cybersecurity-USA.pdf, accessed 29.04.2025; The Clean Network. U.S. Department of State. 2021. Available
at: https://2017-2021 state.gov/the-clean-network/, accessed 29.04.2025.
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tably, Brazil has joined both initiatives,
which, in our view, indicates tangible suc-
cess in advancing the U.S. regional strategy
for information security and exporting its
regulatory and control standards to Latin
America.

At the same time, with the second
Trump administration taking office in
2025, all practical measures to ensure
U.S. information security at the national,
regional, and global levels are threatened
due to planned significant cuts at CISA*.
If implemented, these reductions would
weaken Washington’s ability to advance its
cybersecurity policy in Latin America and
constitute a substantial disadvantage in its
regional competition with China.

%%

In sum, U.S. cybersecurity policy is
based on a bipartisan consensus, conti-
nuity of approaches, and synchroniza-
tion between the executive and legisla-
tive branches. A proactive approach is
likely in the future if the region’s priority
rises in U.S. policy, cyber threats escalate,
and sufficient resources and econom-
ic incentives are available. In our view,
during the reviewed period, U.S. cyber-
security policy in Latin America has
been predominantly reactive rather than
proactive. The difference between the
Trump and Biden administrations lies in
the fact that Biden explicitly linked tele-
communications and digital technolo-
gies to American values, a unique feature
rooted in philosophical debates on tech-

nology’s role in society [Feenberg, 1996].
This ideological framing justified the re-
jection of Chinese-made equipment and
served both U.S. economic competition
and the promotion of U.S. technological
dominance. Under Biden, funding for
cybersecurity agencies increased, driven
by the need to address unprecedented
cyberattacks and strengthen digital in-
frastructure across government, civilian,
military, and energy sectors.

With Trump’s return to power, the
funding and functions of agencies com-
bating online misinformation faced
scrutiny from Republican lawmakers
and the new administration, which pro-
posed budget cuts®. However, we believe
that optimization under Trumps new
cabinet will not undermine core priori-
ties amid growing national cybersecurity
threats, with China still regarded as the
primary threat. The new administration
prioritized artificial intelligence, issuing
an executive order revoking a similar or-
der from the previous administration®.
The revoked order had required private
companies to consult the U.S. govern-
ment on generative AI model architec-
ture before public release. Its removal,
alongside $500 billion in planned Al in-
vestments, could heighten risks of mis-
use, potentially threatening U.S. national
security’!.

The uniqueness of U.S. approaches to
cybersecurity in Latin America lies in the
following factors: first, unlike in Europe
with NATO, the United States cannot rely

48 Jones D. (2025). Trump administration under scrutiny as it puts major round of CISA cuts on the table. Cybersecuritydive.
April 07. Available at: https://www.cybersecuritydive.com/news/trump-scrutiny-cisa-cuts/744619/, accessed 02.05.2025.

49 Unconstrained Actors: Assessing Global Cyber Threats to Homeland. US Congress. 22.01.2025. Available at: https://www.con-
gress.gov/event/119th-congress/house-event/117770, accessed 26.01.2025; Starks T. (2025). Noem: no anti-disinformation, misin-
formation action under her as DHS Secretary. Cyberscoop. January 17. Available at: https://cyberscoop.com/dhs-secretary-nomi-
nee-kristi-noem-disinformation-misinformation/, accessed 26.01.2025.

50 Fact Sheet: President Donald J. Trump Takes Action to Enhance Americas's Al Leadership. The White House. 23.01.2025. Available
at:  https//www.whitehouse.gov/fact-sheets/2025/01/fact-sheet-president-donald-j-trump-takes-action-to-enhance-americas-ai-
leadership/, accessed 26.01.2025.

51 Holland S. (2025). Trump announces private-sector $500 billion investment in Al Infrastructure. Reuters. January 22. Available at:
https://www.reuters.com/technology/artificial-intelligence/trump-announce-private-sector-ai-infrastructure-investment-cbs-re-
ports-2025-01-21/, accessed 26.01.2025.
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on institutional alliances and must en-
gage through bilateral cooperation, with
limited use of OAS mechanisms. Second,
Latin America’s rapid digitalization and
IT-related economic competition coin-
cided with a shortage of cybersecurity
experts, while its digital infrastructure
and national cybersecurity strategies lag
behind regions such as the Asia-Pacific
and Europe. This, combined with geo-
graphic proximity, compels Washington
to focus more on the region, consistent
with the Monroe Doctrine’s emphasis on
maintaining influence. U.S. responses to
cybersecurity incidents are driven not
only by threat levels but also by long-term
strategic interests in regional dominance.
Third, Latin America experiences signif-
icant activity from extraregional actors
and organized crime groups, making it a
high-priority region for U.S. cybersecuri-
ty efforts.

Washington’s continuing vulnerabili-
ty and Biden’s initiative in fostering col-
lective action against cyber threats can
be considered a relative success of his
administration in the Latin American
context. In the short term, the United
States will aim to control the cybersecu-
rity agenda and attempt to establish uni-
fied legal and organizational frameworks
for securing corporate and government
infrastructure across the Western Hemi-
sphere. This is evidenced by U.S. finan-
cial support for cybersecurity training
programs under the OAS. Going for-
ward, this agenda will likely involve
discrediting software, network, and
hardware products from extraregional
actors, particularly those from China
and Russia.

Future research may focus on clarify-
ing U.S. bilateral ties with regional coun-
tries in cybersecurity and assessing the
role of regional organizations as instru-
ments for advancing and institutionalizing
Washington’s approach to cybersecurity in
the Western Hemisphere.
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AHHOTAITVAL. Heobxodumocmo
obecneuenus Kubepbe3onacHocmu HA Ha-
WUOHANIHOM U PESUOHANIHOM  YPOBHAX
CIMAHOBUMCA  NPAMO  NPONOPUUOHATILHA
COBEPUIEHCMBOBANHUIO  CPEOCTNE  CBA3U U
6CE 0OnbUIE20 YUCIA AKINUBHBIX NOMb30-
sameretl Vnmeprema 6 paszeusaruiuxcs
cmpanax. B cessu ¢ amum CoedunéHmvie
HImamuv  Amepuxu 6cé eHumamenvHee
OMCTIEHUBAIOM  POCI  YUPPOBLIX  YA36U-
Mmocmeti, CNOCOOHbIX 0KA3AMb HeeamusHoe
6NIUAHUE KAK HA cmpanbl Jlamurckoti Ame-
puxu, max u Ha camu CIITA. OdHaxo uccre-
dosanus nonumuxu CIIIA 6 amoti o6nacmu
0CMalomcest 02paHUUeHHbIMU 8 KOHMeKCIme
AMEPUKAHO-KUMATICK020 — CONepHUUecmea

184

6 peeuore. Ilenvio uccnedo6aHus cmano
onpedenerue ocobenHocmeti nooxooa CIIIA
8 obnacmu uHPOpMAUUOHHOU be3ondac-
Hocmu 6 Jlamumckoti Amepuxe ¢ yuemom
AMEPUKAHO-KUMALICKO20 ~ CONepHU1ecmea.
Asmop 6800um 6 HayuHwviii 06opom psd
HOPMAMUBHBIX NPABOBLIX AKIMOB NPABU-
menvcmeennoix sedomcme CIIA. Cobpan-
HAS ABMOPOM UCTOUHUKO06AS 6A3a 20CY0ap-
cmeeHHbIX 00KYMEHINOB UCCTIe0yemcs Hepes
TIUH3Y MeopUL KOMNIEKCO8 PezUOHAbHOL
6e301aACHOCMU U HEOKNIACCUHECKO20 Peanu3-
ma. ITIposedenHviii aHaANU3 NO3607IEIM 2060-
PUMb 0 CYULeCME06aHULL MEINAPMUTIHO20
u obujecmeerHozo koucercyca 6 CIIA no
80npocy NPomueo0eticmeust Kubepyepo3am.
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B pezuonanvHom usmepenuu NOAUMUKA
CIIIA conpososdanacy peakmusHOCHbIO U
co30anuem unuyuamue ad hoc, pezuonans-
HbLX 2pynn peazuposanust u oHo06 60pvobL
¢ nocnedcmeusAMU Kubepamax, Kpumuroti
BHEPEUOHATIVHLIX AKIMOPOB 3a UCHONb30-
sauue kubepmeppopusma. Pesynomamot
UCc1Ie008aHUS NO360NII0M NPeONoION UMD,
umo CIIIA 6 kpamkocpouHoii nepcnex-
muee 6y0ym cmpemumvCs 8vipabomamv
pecuoHanvHvle cmanoapmuvl obecneveHus
UHPOPMAYUOHHOTI be30nAcHOCMU HA CO6-
CMBEHHbIX CMAHOAPMAxX, Komopuie 6y0ym
UCKTIIOUAMY U MUHUMUSUPOBAMY HANUMUE
NpOZPAMMHO20, ANNAPAMHO20 U CeNnes020
obecneuenus Kumarickoeo npou3eoocmea
6 cmpanax Jlamuno-Kapubckoii Amepuxu.

K/IIIOYEBBIE CJIOBA: «kubepbes-
onacHocmo, kubepamaka, Kubepyeposd,
3anaonoe nonyuwiapue, UHPOPMAUUOHHAS
6e30nacHoCmy, CONePHUHECTNBO BENUKUX
Oepscas, suewmss nonumuka CIIA, Ku-
maii, [Jx. Baiiden.
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